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Introduction

Protecting critical data is paramount in today’s 
technology-centric world. You have a tremendous 
responsibility to safeguard your customer data and 
intellectual property; and you rely on encryption to  
uphold that responsibility. 

But it’s becoming increasingly difficult to avoid data 
breaches. Each year brings a higher number of attempts 
with more sophisticated cyber attacks. The average cost 
of cybercrime has increased by 74% in the past five years, 
averaging 13 billion in 2018, according to Accenture’s 
Cybersecurity report. Business and information loss — not  
to mention the disruption in business — may cost the 
economy trillions in the years to come.

With the prospect of quantum computers looming  
on the horizon — specifically the way they will 
fundamentally change the way we secure data — the 
threat to critical, SSL-protected data taken during 
breaches will increase as well. In fact, it already has, 
making it imperative that we act now. Nefarious actors 
are currently harvesting data and holding onto it until 
quantum computers become commercially available  
to decipher that data. That means your encrypted data 
may be safe today, but what about tomorrow? 

We can’t wait until tomorrow to safeguard long shelf-life, critical data.

Companies need to stay ahead of the threat by developing and implementing a well-articulated, 
quantum-risk management plan now to avoid losing business and trust to organizations that are already 
prepared. And that plan must incorporate provably secure Quantum Key Distribution (QKD) as an 
integral component of the solution for truly unbreakable encryption.  

Deploying QKD is simple and doesn’t require extraction or replacement of your current encryption 
methods. In fact, it extends the life of your current encryption solution. 

This guide serves to inform CIO’s decisions to implement QKD technology and 
secure communications now, to safeguard for the future.

2

The average cost  
of cybercrime has 
increased by 74%  
in the past five years, 
averaging 13 billion  
in 2018.



CIO’s Buyer’s Guide

Safeguarding Data with Quantum Key Distribution
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What is QKD and  
Why Does It Matter?
The reason QKD matters is 
readily apparent once you 
understand what QKD does  
for encryption and compare  
it to our current methods of 
encrypting data.

QKD is the technology used 
to transmit and receive 
quantum cryptographic keys 
between entities that are 
securely transferring critical 
data. It provides unbreakable 
key distribution to strengthen 
existing network communications 
and is provably secure because 
it is based on the laws of physics 
and not solving a mathematical 
problem.  

Current Encryption Methods
Today, large prime numbers form the basis of today’s public-private key encryption protocols,  
such as Secure Socket Layer (SSL) and Transport Layer Security (TLS). 

Originally, we built encrypted tunnels (SSL/TLS) to securely pass secret information, knowing that the 
mathematics could be cracked. Soon enough, computing power broke the encryption used at the time, 
forcing us to increase the length of the key so that all the existing computers would take too long to  
solve the math-factoring problems. 

Quantum computers running Shor’s algorithm, however, will be able to quickly and easily factor 
these incredibly long numbers and decipher them, leaving critical data exposed and at risk. 
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Encryption Using QKD
QKD uses the quantum properties of single photons to exchange “bits” between two locations over  
a fiber optic cable. The keys are derived from the exchanged quantum information. Any attempt to  
read a photon is detected because it causes a change in the quantum state, so that particular  
photon’s bit is rejected. 

QKD works by establishing a quantum network connection for the transfer of a shared encryption  
key. The secret key is generated and transmitted over the quantum network. Data is sent through  
normal means, and then the “quantum” key is used to de-crypt the data via AES (Advanced  
Encryption Standard).

QKD systems are the only certified quantum-safe key systems available today. To overcome the  
range limitations of standard QKD, which made it impractical to use over long distances great than 
100km, Quantum Xchange developed an innovative Trusted Node network system. 

This network, called Phio, provides practical, certifiable QKD management over a wide-area  
network that is unbreakable.  
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Learn more about how QKD works in our technical White Paper.

So Why Does QKD Matter? 
It matters because it provides quantum-safe encryption. It matters now 
because bad actors are harvesting data (secured with current encryption 
methods) and storing it until quantum computers become available to 
decipher it. 
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Download White Paper

https://quantumxc.com/quantum-communication-network/
https://go.quantumxc.com/lp-wp-how-does-it-work-ws
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Practical Applications of QKD

Who Uses QKD?
Any business or organization that handles sensitive, 
long shelf-life data, whether that data is privacy data 
or business secrets, should consider using QKD to 
protect their data now. Currently, several large banks 
and financial services firms are utilizing the QKD 
method to guard sensitive data, accounts, transactions 
and algorithms. Some global companies who need to 
protect their critical path for sending sensitive IP are 
also using it, as well as government entities who need 
to secure communications between central voting 
tabulations/polling data centers.

It can also protect high value assets, such as PII/PHI and 
intellectual property. This is even more critical if data has 
a long lifetime, such as social security numbers.

Best Use Cases: 
QKD is best used for sensitive 
communications, such as: 

1  Secure cloud data storage

2  Establishing a connection to   
 disaster recovery sites

3  Securing Collocation Site to Core

4  Securing IoT networks

5  Securing sensitive partner networks
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Quantum Xchange provides the first and only QKD network service offered in the United States.  

We offer quantum key encryption on the first commercial QKD-as-a-Service quantum network (Phio) in  
the United States. You can deploy the service today to sit side by side with your current encryption, with 
no interruption to the business processes you already have in place. In addition to using existing fiber 
optic cable, you keep your existing encryption tools, with no new algorithms or certifications required. 

Although we manage the QKD fiber network, you (the customer) retain 
absolute control and visibility over your encryption keys and critical 
data using the Quantum Xchange fiber quantum network.

Quantum keys for different clients are multiplexed over a common optical fiber to reduce the total cost of 
the solution. Customer data is sent over separate links, with both key and network redundancy built into 
the solution. 

Quantum Xchange-as-a-Service: 
An Easy Fit Into Your Existing Structure

https://quantumxc.com/quantum-communication-network/
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The threat to our current encryption 
methods is widely acknowledged among 
cyberse-curity experts. NSA’s Information 
Assurance Directorate highlighted the 
threat as early as 2015. Even the US National 
Academies of Sciences, Engineering, and 
Medicine articulated the need to speed up 
preparations for the time when super-powerful 
quantum computers can crack conventional 
cryptographic defenses. 

Although we still don’t know exactly when 
quantum computers will become commercially 
available, progress towards that end continues 
at a rapid pace. IBM released a 50-qubit 
computer in December 2017, and Google 
released a scalable 72-qubit computer in 
February 2018.
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Preparing You Now for the Post-Quantum Era 

“Anyone that wants 
to make sure that 
their data is protected 
for longer than ten 
years should move 
to alternate forms of 
encryption now.”

– Arvind Krishna
SVP, Cloud & Computing Software, IBM
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Experts in government and 
commercial institutions have 
concluded that conditions that 
breached Mosca’s inequality  
were met in 2017 — two years ago.

Organizations cannot act soon enough to start 
protecting their data for a post-quantum computer 
world. The time to implement the right solution is  
now, to ensure forward security so that data taken  
today cannot be decrypted later. QKD can be  
deployed easily, sitting side by side with your  
current cryptographic processes. 
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Michele Mosca, co-founder and deputy director of the Institute for Quantum Computing at the  
University of Waterloo, developed a method for calculating the point in time when the impact of 
quantum computers on secure data transmissions will become a real threat. The method, known as  
the “Mosca Inequality” is given as D + T ≥ Qc.  

In other words, the equations states that we need to start worrying about the impact of quantum 
computers when “D” (the amount of time we want to keep our data secure) added to “T” (the time  
it will take for our security systems to transition from classical to post-quantum) is greater than “Qc”  
(the time it will take for quantum processors to have reached a scale where they can breach  
existing encryption protocols). 

When Do We Really Need to Start Worrying? 

Quantum Xchange is the Market Leader for Quantum Key Distribution and the pioneer of quantum-safe encryption.

Contact us to find out more about how we can secure your data now for the future quantum era.  

info@quantumxc.com

Follow us:
Twitter    |    LinkedIn

Implementing QKD now provides secure key exchange, which is the 
foundation for all future encryption.  

https://quantumxc.com/contact/
mailto:info%40quantumxc.com?subject=
https://twitter.com/Quantum_Xchange
https://www.linkedin.com/company/quantum-xchange/

